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THE EDGE OF ETHICS IN IPARADIGMS

Michael G Bennett [1]

ABSTRACT

In an attempt to stem a perceived rise in student plagiarism, educational institutions are increasingly turning to
anti-plagiarism technologies. The use of these technological means to police student writings has been controversial,
socially, politically, and legally. This article discusses the outcome of A.V. et al. v. iParadigms, to date the most
important opinion on the legality of such technology's use. The author examines the case in detail and presents
arguments against the technology's use, on the grounds that such use undermines educational policy by allowing the
ethics of teachers to become a by-product of available technological means and by contributing to a detrimental
framing of students as criminals.

Some especially tony colleges, such as Harvard, do not subscribe to Turnitin or other plagiarism-detection
software services but prefer to preach to their students about the evils of plagiarism. These schools are naive. [2]

Let's be serious. [3]

One can hardly spend a nanosecond within the walls of academia without hearing tell of the epidemic of student
plagiarism. [4] While empirical evidence of an epidemic may remain wanting, it is clear that a collective perception
of crisis has taken hold in educational circles. [5] A noteworthy reaction to this perception of escalating plagiarism
has been the academic embrace of commercial anti-plagiarism systems. This article is an examination of a recent
ruling, A.V. et al. v. iParadigms, [6] stemming from this embrace. In section I, | sketch the context for that legal
controversy that foregrounds its entangled technological and social aspects. [7] Sections I1-V comprise a discussion
of the case's facts, and the case's rulings in the area of contract law and copyright law. A speculative exploration of
the possible pitfalls of too quickly embracing the plagiarism epidemic mood along with the technological fixes
subsequently touted as its solution constitute sections VI and VII.

SECTION |: A TECHNOLOGICAL CONTEXT

Even if only on the basis of the opinion's economical clarity, iParadigms contends for a place in the canon of
teachable jurisprudence. In addition to its crystalline brevity and the clarity of its legal logic, the ruling presents its
reader with an admirable map of the technological and social forces that are the field in which its legal questions
take on their meaning and significance. But that map's merit has limits. And to more fully understand the field of
forces at play, that map must be extended.

Sitting near, if not simply defining, the center of gravity of iParadigms is a virtual machine: iParadigms'
proprietary plagiarism detection system, Turnitin™. [8] Turnitin™ is widely used for detection of unoriginality in
student-produced texts, and is as well known to judicial affairs practitioners and scholars as to principals, school
boards and school district officials, university and college administrators and, naturally, students. [9]

In effect, Turnitin™ approximates a modern-day anti-printing press, a technological counter-measure to the
Gutenberg printing press' offspring, at least within the bounds of textual production by students in educational
settings. [10] Half a millennia has passed since Gutenberg's elegant device set the cost of producing textual copies
slipping down a precipitous shoot, the present terminus of which is an efflux of Internet applications. [11] What
once called for tedious work from an expert class of cloistered professional scribes now comes in a flash with a
button's press. “Ever since Gutenberg made the first commodity--cheaply duplicated words,” Kevin Kelly notes
trenchantly, “--we have realized that intangible things can easily be copied.” [12]

Copyright © 2009 Boston College Intellectual Property & Technology Forum; Michael G. Bennett



Boston College Intellectual Property & Technology Forum http://www.bciptf.org

With its own algorithmic elegance, Turnitin™ pushes against this virtual tide. After “contracting for service
with iParadigms, a college, high school or some other educational establishment can oblige its students to turn in a
copy of their written assignments” [13] (a report on the comparative history of plagiarism, literary allusion and
copyright law, for example) via Turnitin™. “[Turnitin™] subsequently compares the submitted works to those
contained in digitally archived databases, both commercial and publicly available Internet sites, as well as
[Turnitin™]'s own cache of earlier submitted student papers.” [14]

Before submitting a document for Turnitin™'s analysis, a student writer first completes an online registration
process, including a clickwrap agreement. [15] After registration completion and subsequent submission, “a grading
teacher receives an ‘Originality Report’ indicating the probability of ‘unoriginality”” [16] and, if she believes it
warranted, can receive copies of works the algorithmic system indicates may have been the targets of plagiary. [17]
In the realm of primary and secondary schools, a contracted school district can authorize storage of district-
generated written student works in the Turnitin™ database.

SECTION II: THE FACTS OF IPARADIGMS

When their complaint was filed, the plaintiffs, A.V., K.W., E.N. and M.N., each minor, were underclassmen in
districts under contract with the Oakland, California-based iParadigms, the first pair attending McLean High School
in the public school district of Fairfax County, Virginia, the second enrolled at Desert Vista High School, a public
institute in the Tempe Union High School District of Phoenix, Arizona. [18]

“Faced with troubling levels of plagiarism, both districts compelled their students, on pains of a failing grade, to
turn in their works to [Turnitin™].” [19] Both districts sanctioned iParadigms' archiving of student work.

AV., KW, E.N. and M.N. each agreed to the terms of the Turnitin™ clickwrap agreement, but each also
attempted to prevent their written works from becoming archival elements in iParadigms' system by affixing a
disclaimer [20] to their respective works. “Upon submission, despite disclaimers, iParadigms archived the works.
Subsequently, the students filed complaint against iParadigms alleging the archiving amounted to infringement of
their copyrights in their written works.” [21] iParadigms counterclaimed that the contractual relationship between it
and the plaintiffs was valid, and, pace that digitally-engaged document, claimed indemnification against the four
students, and further claimed, if that defense should fail, that the company's archiving of the plaintiffs' works fell
under the fair use doctrine of copyright. Finally, in the particular case of A.V., who used a “login ID and password
for the UCSD system that A.V. or A.V.'s next friend found on the internet” [22] to virtually masquerade as a
University of California, San Diego student, and to submit his work to that institute, iParadigms also alleged trespass
to chattels, as well as violation of federal and state computer crime acts. [23]

SECTION IlI: ISSUES OF CONTRACT LAW
a. Clickwrap Agreement

To begin, the court confirmed that in the presence of the three basic elements of contract formation--offer,
acceptance and consideration--a valid “contract is no less a contract simply because it is entered into via a
computer.” [24] Clickwrap agreements of the nature agreed to by the plaintiffs are non-controversial and “there is no
impediment to such an agreement,” one oft-cited commentator notes, “as long as the traditional requirements for
assent are met.” [25] And, since the Turnitin™ clickwrap agreement was determined by Judge Hilton to be an
agreed to and valid contract the terms of which included both (1) an anti-modification clause explicitly stating that
service was offered to the students “conditioned on [their] acceptance without modification of the terms, conditions,
and notices contained [therein]”, [26] and (2) a limited liability clause that effectively shielded iParadigms from any
user damages stemming from the use of Turnitin™, plaintiffs attempted to void the contract through two defenses.
[27]

b. Infancy Defense

Drawing on the doctrine of the infancy defense, plaintiffs first sought avoidance on the grounds that, by virtue
2
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of their minority, they lacked the contractual capacity necessary to be bound by contract law. [28] A common law
tradition stretching back to the medieval age, [29] the contract-voiding defense of infancy has customarily been
justified by jurists by virtue of the notion that, since juveniles cannot comprehend the full significance of their
actions, contractual obligations enforced on them by law are unfair. [30]

Judge Hilton ultimately relied on an exception [31] to the general infancy defense to dismiss avoidance. Since
the students were plaintiffs, not defendants, and, on Judge Hilton's understanding of the facts, “received benefits
from entering into the Agreement with iParadigms” [32]--benefits inclusive of “a grade from their teacher, allowing
them the opportunity to maintain good standing in the classes in which they were enrolled,” [33] as if the students
would not have otherwise received a grade, albeit “F,” and “the benefit of standing,” [34] the legal term for adequate
personal interest in a legal case's outcome prerequisite to becoming a party to suit-- the court concluded that the
plaintiffs would use the exception as a “sword,” not a “shield,” and so must be barred from deploying it because the
defense cannot allow the minority to take the contract's benefits while leaving behind its burdens. [35]

c. Doctrine of Duress

Plaintiffs next attempted to void the clickwrap agreement due to its alleged coercive nature, citing the duress
doctrine. [36]

Judge Hilton's analysis of this claim's merit rested upon Virginia's definition of duress: the “overbearing of a
person's free will by an unlawful or wrongful act or by threat such that the party's consent to a contractual agreement
is involuntary.” [37] And here, plaintiffs' strategy failed for two reasons.

First, the plaintiffs failed to note the absence in Virginia of a doctrine of third party duress. If there was “an
unlawful or wrongful act” or a threat fueling the plaintiffs' assent, as Judge Hilton noted, “there is no evidence that
anyone was coerced in any fashion by Turnitin™ or iParadigms” [38] and “there is no support for the proposition
that a contract can be invalidated on the basis of third party duress.” [39]

And even if there was evidence of coercion, or granting the hypothetical viability of third party duress in
Virginia, secondly, the special relationship between public schools and their students would have blocked the
coercion from reaching the status of “an unlawful or wrongful act”; [40] by virtue of that school-student
relationship, schools have the right “to decide how to monitor and address plagiarism [ ] and may employ companies
like iParadigms to help do so.” [41] And Judge Hilton's citation of Justice Thomas could hardly be more ironically,
more jejunely appropriate: “If parents do not like the rules imposed by those schools, they can seek redress in school
boards or legislatures; they can send their children to private schools or home school them; or they can simply
move.” [42] So stands extant applicable contract law. [43]

SECTION IV: DEFENDANT'S COUNTERCLAIMS

iParadigms leveled four counterclaims against the plaintiffs. First, iParadigms sought indemnification against
each of the plaintiffs based on Turnitin™'s “Usage Policy,” which contained an indemnification clause. However, as
the Usage Policy was neither incorporated into nor made reference to by the clickwrap agreement, plaintiffs having
never assented to the Usage Policy as an independent second contract, no grounds existed for recognizing a right to
indemnification on iParadigms' part. [44]

iParadigms' three remaining counterclaims were all alleged against A.V. alone. Defendant counterclaimed that
plaintiff A.V. was liable for trespass to chattels “based on A.V.'s acts of submitting written works to UCSD, where
he was not enrolled.” [45] iParadigms' third counterclaim alleged that plaintiff A.V. violated the Computer Fraud
and Abuse Act. [46] And in its fourth counterclaim, iParadigms alleged that A.V. violated the Virginia Computer
Crimes Act. [47]

As iParadigms only presented evidence of consequential damages arising from “the steps taken by iParadigms
in response to A.V.'s submissions”, [48] the court found each of the final three counterclaims to be baseless. [49]
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Liability for trespass to chattel requires that the chattel be “impaired as to its condition, quality, or value”; [50]
under The Computer Fraud and Abuse Act, in addition to intentional access of “a protected computer without
authorization”, A.V.'s unauthorized access would need to trigger damage [51] leading to “loss to 1 or more persons
during any 1-year period (and, for purposes of an investigation, prosecution, or other proceeding brought by the
United States only, loss resulting from a related course of conduct affecting 1 or more other protected computers)
aggregating at least $5,000 in value”; [52] and the Virginia Computer Crimes Act states that “Any person who uses
a computer or computer network, without authority and: 1. Obtains property or services by false pretenses ... is
guilty of the crime of computer fraud”, [53] and, as well, that “Any person who willfully obtains computer services
without authority is guilty of the crime of theft of computer services”, [54] damages and costs of suit can be
collected by “any person whose property or person is injured by reason of a violation”. [55]

However, to have been successful, Judge Hilton reasoned, each of these counterclaims would have required that
iParadigms suffered some damage as a direct result of A.V.'s allegedly unauthorized access and document
submissions. And since the defendant produced no evidence of damage, the court found counterclaims two, three
and four unpersuasive. [56]

SECTION V: ISSUES OF COPYRIGHT LAW

iParadigms also addressed the question of whether, as plaintiffs' alleged, iParadigms' archiving of the plaintiffs'
works violated the plaintiffs' copyrights. iParadigms' digital archive of student-submitted written works comprises
one aspect of a collection of databases the company uses when checking newly submitted works. [57] The defendant
claimed that the statutory defense of fair use cleared it of any liability for infringement. [58]

“Copyright protection is traditionally understood as a means to incentivize creativity by granting innovators a
bundle of exclusive rights in their creations.” [59] The fair use doctrine counterbalances these rights. “[F]or
purposes such as criticism, comment, news reporting, teaching [ ], scholarship, or research,” [60] the use of
copyrighted material in the absence of the copyright holder's permission is considered a fair use. [61] In the
interplay between the rights bundle and such limiting exceptions, the inducement to creativity that is copyright laws'
widely acknowledged intent [62] stands less of a chance of being paradoxically snuffed out by those same laws. In a
nutshell, if copyright law were buggy software, fair use would be a good patch.

A court consideration of the fair use defense is a function of the weighing of four factors: (1) the purpose and
character of the use, (2) the copyrighted work's nature, (3) the amount and substantiality of the use relative to whole
copyrighted work and (4) the economic effect of the use on the copyrighted work. [63]

a. Purpose and Character of the Use

Determining the purpose and character of the use of the copyrighted material constitutes the first factor of a fair
use analysis. [64] “In its weighing, a court is to determine to what degree a use has changed or augmented the
copyrighted work, whether its character or purpose has been extended or somehow changed.” [65] This factor also
directs courts to assess whether the use “is of a commercial nature of is for nonprofit education purposes.” [66] By
some commentators' account, chief [67] among the factors, this first diminishes the others' determinative relevance
in inverse proportion to the use's transformative effect: “the more transformative the new work, the less will be the
significance of the other factors, like commercialism, that may weigh against a finding of fair use. [68]

The court in iParadigms first recognized that while the students created writings for the purposes of “education
and creative expression,” [69] that in subseuquently using those works to deter student plagiarism, iParadigms had
clearly made a transformative use of the works. [70] Likewise, as the use of the students' works leads, in Judge
Hilton's opinion, to a “substantial public benefit through the network of educational institutions using Turnitin [™],”
[71] the court stated that its “highly transformative” assessment of the use was not impacted by the fact that
iParadigms profits through provision of this service. [72] Therefore, the first factor favored a finding of fair use.
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b. The Nature of the Copyrighted Work

The second doctrinal factor, an assessment of the nature of the copyrighted work, [73] calls for a gauging of a
work's creativity, “[t]he general rule afford[ing] the greatest degree of protection to highly creative works, and the
least to works that are factual or practical in nature” [74] and a determination of whether the use cultivates or retards
the spirit of copyright law--creative expression induction. [75] Judge Hilton minimized the significance of this factor
since “the allegedly infringing use makes no use of any creative aspect of the student works.” [76] This logic seems
strained, however. The use in question is the “continued archiving of [the plantiffs] works,” [77] an on-going
process encompassing the entire works, and not merely the “comparative value of the works.” [78] The remainder of
the court's second factor analysis remains sound, though: iParadigms' use of the students' works does not seem to
diminish “the incentive for creativity on the part of students,” but rather shields “the creativity and originality of
student works by detecting any efforts at plagiarism by other students.” [79] The court accordingly determined this
factor to support a fair use finding, or, to be neutralized on account of iParadigms' use of creative as well as
“unoriginal” aspects of student works.

c. Amount and Substantiality

The third statutory factor must examine whether “the amount and substantiality of the portion used in relation to
the copyrighted work as a whole” [80] is reasonable in light of the use's purpose. [81] This factor does “embody the
logical intuition that the more of a work a defendant takes, the more likely to undermine the plaintiff's markets” [82]
and, as a result, “extensive takings” have a lesser chance than “terse borrowings” of contributing positively to a fair
use finding. But even a perfect and complete copying of the work in its entirety need not necessarily negatively
impact a defendant's claim of fair use. [83]

The court noted clearly that iParadigms' use includes entire student works, [84] but also stated that such use was
requisite to Turnitin™'s success as a service, and that the comparative nature of the use “limited [its] purpose and
scope,” [85] since iParadigms' archiving is digital, the works only become readable to humans when and if a
subsequently submitted student writing is flagged by the system and that student's teacher requests a copy of the
possible target of plagiarism. [86]

Therefore, considering the transformative effect of iParadigms' use and the societal benefit of Turnitin™, the
court found the factor supportive of neither plaintiffs nor defendant. [87]

d. Market Effect

In analyzing the fourth factor, “the effect of the use upon the potential market for or value of the copyrighted
work,” [88] a court will consider detrimental financial impacts as weighing against a finding of fair use. The court
must additionally base its consideration on implications of the defendant's use were it to become widespread. [89]
This factor rivals the first factor in importance, perhaps even surpassing it in certain circumstances. [90]

The plaintiffs found themselves in the comically awkward position of having their strongest claim to negative
market impact be based on their inability, given iParadigms' use, to sell their works to an on-line student paper mill
that would go on to re-sell the works to other high school students. [91] The court rightly found that reasoning
corrosive to copyright law's spirit of creative expression induction. And the court disregarded it as “unpersuasive,”
along with the plaintiffs' contention that possible future sales of their works to publishers who subscribed to
Turnitin™ would be hindered by the suggestion of plagiarism. [92]

And, thus having considered the four factors, the court determined iParadigms' use of plaintiffs' written works to
be fair use. [93] On the substantive matters of both contract and copyright law, plaintiffs failed to prevail, and as
legal matter, iParadigms is, for now, settled. [94]

SECTION VI: CAN VERSUS SHOULD
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Post-iParadigms, academic administrators and judicial affairs officers can take solace in the reduced degree of
uncertainty regarding legal liability should they chose to deploy Turnitin™; the possibility of copyright
infringement and the potential of contract avoidance, as discussed above, are, for now, settled in favor of
iParadigms. [95] But as several commentators have noted, [96] the question of whether to use Turnitin™ and similar
technologies to address the “plagiarism epidemic” [97] should not be considered simply a matter of determining if
such use violates copyright law. Not even a legal opinion as clear-sighted and well reasoned as Judge Hilton's can
definitively tell us--we educators and managerial overseers of educational institutes--whether we should use
Turnitin™. Properly, iParadigms does not address the implications of using Turnitin™, or whether such use as
described in the case makes for sound education policy. iParadigms takes us to the edge of such ethical analysis; it
would be folly to confuse this legal opinion with an ethical fait accompli. In the remainder of this article, I discuss
two reasons why Turnitin™ should not be simply embraced, even in the wake of iParadigms.

A disturbing aspect of anti-plagiarism technologies such as Turnitin™ emerges once we look closely at a
common rationale for their use. Whether advocate, critic, booster or removed observer, a preponderance of
commentators who discuss contemporary student plagiarism look to information technologies and cyberspace as the
phenomenon's fundamentally enabling engine. [98] Many only imply it, but some go further, directly deducing a
quasi-causal link between the technological changes that lead to the Internet as we know it presently, and the ethical
reasoning and subsequent actions of students faced with the possibility of plagiarizing. [99] In other words, student
plagiarists are condemned for allowing their ethical reasoning to become a function of technological change. [100]

This critique, to the extent that it is held, however, is hypocritical. Educators who use Turnitin™ simply
respond in kind, reflecting the same technologically determined “ethics” as they imagine guides their students'
behavior. Our educational ends are simply being modified to suit the presently available technological means. [101]

A second matter is perhaps more disturbing yet. In our consideration of the societal significance of using
Turnitin™ to “combat the plagiarism epidemic,” [102] it may be useful--one might even imagine necessary--to seek
guidance in a vision of the larger cultural meaning and significance of American education. In fact, in giving
American academia an opportunity to reflect on the meaning of its vocation and task, iParadigms, | believe,
achieves it maximal yield. The ruling all but forces us to question what the great task of modern American education
is.

A vision that has held sway near the gravitational center of American culture since it's founding is liberal
education. [103] Liberal education, the Association of American Colleges and Universities tells us, “is an approach
to learning that empowers individuals and prepares them to deal with complexity, diversity, and change. It provides
students with broad knowledge of the wider world (e.g. science, culture, and society) as well as in-depth study in a
specific area of interest.” [104]

As well, liberal education has regularly carried a charge of deep civic significance to American culture,
particularly with respect to freedom and liberty. The Task Force on General Education accordingly defines the
purpose of liberal education thusly: “... to unsettle presumptions, to defamiliarize the familiar, to reveal what is
going on beneath and behind appearances, to disorient young people and to help them to find ways to re-orient
themselves.” [105]

While Turnitin™ may marginally incentivize the venerable educational goal of original student-produced
writings, the larger educational effect of its use is arguably opposed to the spirit of liberal education. Rather than
move society marginally towards the ideal of a stronger democracy [106] wherein minor citizens are recognized as
the lifeblood of that politico-social order's further democratic enrichment, Turnitin™'s use contributes to a radically
different valuation of youth: call it The Bad Seed model of juveniles. [107] This model incorporates a vision of
modern children as deceptively sophisticated, [108] market-savvy proto-criminals, [109] particularly in
technological domains. [110] In underwriting this cynical vision of youth, the Bad Seed model undermines the
project of liberal education. Through their use of Turnitin™, teachers quietly express to students their fearful
distrust, and the policing medium itself becomes the ultimate instructive message.

SECTION VII: CONCLUSION
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In the context of contract law and copyright law, iParadigms represents a profound legal defeat for the student
plaintiffs. The court's legal reasoning is sound, unlikely to be overturned in the absence of the development of
powerful and novel legal arguments unimagined by this author. Nevertheless, educators should not be tempted to
blindly use Turnitin™ to police student-produced writings for instances of plagiarism. For while iParadigms clears
school's uses of Turnitin™ of much of the uncertainty concerning potential legal liability, [111] the ruling does not
free educators of the ethical duty of considering the broader educational and societal effects of such uses.
iParadigms ushers educators up to the edge of such ethical analysis; we should not confuse it with that analysis'
completion. Considering the relatively simple legal questions addressed in the ruling, we can imagine iParadigms as
signifying an extension of an old legal aphorism: an easy case aids bad policy; at least when we outsource our
ethical obligations as teachers to the courts.

POSTSCRIPT

After this article was accepted for publication, the parties cross appealed. Judge Traxler of the Court of Appeals
for the Fourth Circuit affirmed the grant of summary judgment for the matters of copyright infringement, but
reversed and remanded for consideration the grant of summary judgment regarding two of defendant-appellant's
counterclaims. [112]

Though the Computer Fraud and Abuse Act was largely revamped following the district court's ruling, Judge
Traxler's reversal bears on a constancy between the Act's old and new forms: the meaning of “economic damages.”
And more specifically, whether that term should be understood to include “consequential damages”. [113]

Judge Traxler found that the lower court too narrowly interpreted “economic damages,” noting that the Act
includes within its definition of that term “any reasonable cost to any victim, including the cost of responding to an
offense, conducting a damages assessment ... or any other consequential damages incurred because of interruption of
service,” [114] in the appellate court's view, the very type of damages the defendant-appellant sought. [115]

Similarly, the appellate court reversed the lower court's opinion regarding whether iParadigms failed to produce
evidence of actual or economic damages under the Virginia Computer Crimes Act. Judge Traxler found “nothing in
the statute to suggest that consequential damages are not available” and agreed with appellant-defendant that the
lower court erred when it dismissed iParadigms' counterclaim on that basis. [116]
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film and stage versions of the book resonates disturbingly with rhetorical allusions to medicinal militarism in the
legal discourse on plagiarism. See Stephani Etheridge Woodson, Mapping the Cultural Geography of Childhood or,
Performing Monstrous Children, 22 J. Am. Cult. 4 (1999); see also Thomas, supra note 4.

[108]. See Melvin John Dugas, Comment, The Contractual Capacity of Minors: A Survey of the Prior Law and the
New Articles, 62 Tul. L. Rev. 745 (1988) (discussing the history f infancy doctrines).

[109]. Social science studies of childhood have noted the emergence of new theme in “the recent history of
childhood”: “Parents becoming fearful of the latent monster in all children, a parental fear of what their children
may become.” Stephani Etheridge Woodson, supra note 105, citing Shirley R. Steinberg and Joe. L. Kincheloe
(eds.), Kinderculture: The Corporate Construction of Childhood 19 (Westview 1997).

[110]. “The technologically oriented and knowledgeably mature youth of our hectic age is not at all comparable to
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