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I. INTRODUCTION 

 
A. The Fourth Amendment and the Protection of Privacy in Electronic Communications 

 
       U.S. citizens are in a constant battle for their rights to privacy, fighting the government's increasingly pervasive 
surveillance and justicial needs. One area where court opinions conflict with the public's expectation of privacy is 
over the realm of personal electronic communications. The general public believes electronic communications must 
be afforded a certain level of privacy that is not currently recognized by case law or statutes. [2] Under current case 
law, warrantless searches and seizures of your personal e-mail are not prohibited by the Fourth Amendment. [3] 
 
       Fueling the public's disconnect is the fact that technology progresses faster than the law. [4] The Constitutional 
Framers did not consider the depth and variety of technology used daily by every individual, nor did they predict the 
repercussions their words would have upon new technological uses. [5] Congress did not anticipate the widespread, 
various uses of electronic communications when they drafted much of the applicable legislation. [6] Furthermore, 
most courts rely upon legal reasoning that only tenuously analogizes between traditional methods of communication 
or privacy protections in light modern electronic communications. [7] 
 
       Based upon this legal backdrop, courts generally refuse to recognize society's expectation of privacy over 
electronic communications. [8] Courts still hold onto outdated legal analyses for outdated technologies--and apply 
them as best they can to the burgeoning world of new technologies. [9] As a result citizens must turn to extralegal 
protections, such as implementing various technologies to circumvent legal prescriptions. Individuals must work 
with these new technologies to protect their Fourth Amendment rights. 
 
       The classic two-prong test in judging whether the Fourth Amendment protects an individual's right to privacy 
asks: (1) whether the individual expects privacy, and then (2) whether society finds this expectation reasonable. [10] 
The first prong, the subjective expectation of privacy, is difficult to contest because a defendant will almost 
invariably affirm that expectation. [11] Therefore, the second prong is what courts generally focus upon. [12] Yet it 
is this second prong that most often flies in the face of what the general public accepts--that courts' interpretations of 
the Constitution do not reflect the subjective expectations of society. 
 
       Thus, where case law and statutory reforms have continually narrowed privacy protections over electronic 
communications, the citizenry's only option is to demonstrate to the courts and the legislature how they wish their 
rights to be preserved. [13] Until then, this paradox of perceived privacy rights drives individuals to implement 
extralegal technical methods such as encryption and anonymization to protect what they perceive to be theirs by 
right. Whether the courts and legislature follow these trends is an issue that needs to be decided sooner rather than 
later. [14] 
 
       For the purposes of this article, electronic communications will be narrowly limited to electronic mail (“e-mail”) 
and in some cases also instant messaging communications (“IM”) or similar “one to few” messaging systems. 
American Jurisprudence defines electronic communications as “the exchange of ideas, messages, or information, by 
written word, and includes information communicated to or received by an individual and information 
communicated concerning an individual's Internet usage.” [15] Practically speaking, this includes, at the least, e-
mail, web-browsing histories, instant messenger communications, participation in synchronous “chat rooms” or 
asynchronous “bulletin board” messaging systems (“bulletin boards”), “buddy lists,” and address books. The scope 
of this accepted definition is too broad for the purposes of this article. In many cases, the technology and 
implementation may be sufficiently similar to merely extend the legal reasoning here to understand the protections 
afforded them. 
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B. Framing Hypothetical: You and Your Eco-Terrorist Friend 
 
       Consider a hypothetical: You are an environmental rights activist. One of your colleagues is a suspected eco-
terrorist. Now your electronic communications are under investigation in connection with local eco-terrorist 
activities. Whether or not you are in communication with this suspected eco-terrorist, are your e-mails protected 
from warrantless search and seizure? If not, then what can you do to protect your own expected right to privacy over 
your e-mail? 
 
       The Fourth Amendment should be your source for protecting your e-mails when you are under scrutiny as a 
private citizen in a public cyberspace. Regardless of whether you have anything potentially illegal in your e-mail, 
you suspect that you have the right to be notified by a warrant of any search of your e-mail. A warrantless search of 
your e-mail, revealing private thoughts and details to strangers, may open you up to the type of indignity similar to 
that prohibited in Terry v. Ohio. [16] Yet, courts have refused to grant the contents of e-mail this Constitutional 
protection. 
 
       The remainder of this article will examine the case law and statutes controlling this situation and examine 
technological implementations that may protect your expectation of privacy in light of your exposure to the eyes of 
the government. It will then explore this lack of privacy as the type of panoptical society described by the 
philosophers Jeremy Bentham and Michel Foucault. Finally, it will close with a discussion of methods of 
“panoptical prophylaxis”--what extralegal technologies are available to individuals interested in protecting their 
privacy? Also, this article will discuss the issues of privacy and communications in virtual world environments and 
their effects on “real world” privacy expectations and protections. 
 

II. DISCUSSION 
 

A. The Supreme Court on Privacy 
 
       The Supreme Court has yet to make a definitive ruling regarding the Fourth Amendment protection of electronic 
communications. Until then, lower courts have relied upon a number of other decisions related to privacy, applying 
those cases in the context of the Internet. In Katz v. United States, the Court created the foundational two-prong test 
for determining an individual's right to a reasonable expectation of privacy. [17] In United States v. Jacobsen, the 
Court conceded that the warrantless search and seizure of a letter or package by law enforcement is unconstitutional. 
[18] Lastly, the Court in Kyllo v. United States tackled the issue of technology impinging upon privacy rights in a 
novel way, deciding in that case that the specific use of technology violated the Fourth Amendment. [19] 
 

B. Katz v. U.S. -- Not the Intruding Eye, but the Uninvited Ear 
 
1. The Case 
 
       In Katz, the Supreme Court determined that the warrantless attachment of an electronic eavesdropping device to 
a public phone booth violated the phone user's Fourth Amendment right of a reasonable expectation of privacy. [20] 
Overturning the Court's famous decision in Olmstead v. United States, [21] the Supreme Court decided that the 
person--and not merely the space--is the object protected by the Fourth Amendment. [22] The Court deemed the 
petitioner's conversation private, and, after it was intercepted and recorded by the government, the evidence 
collected was disallowed as an illegal search and seizure. [23] 
 
       In concurrence with the decision, Justice Harlan articulated a two-part test to determine whether a reasonable 
expectation of privacy exists: (1) Does the individual have an actual expectation of privacy over his or her 
communication, and, most importantly, (2) is this expectation one that society is prepared to recognize as 
reasonable? [24] These key phrasings in Katz protect the right of privacy in the individual, and not of the space or 
the penetrability of that space. [25] “[What the individual] seeks to preserve as private, even in an area accessible to 
the public, may be constitutionally protected.” [26] What the individual sought to exclude was “not the intruding 
eye--it was the uninvited ear.” [27] 
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       The Court in Katz cautions that “[t]o read the Constitution more narrowly is to ignore the vital role that the 
public telephone has come to play in private communication.” [28] In e-mail, the “eye” is the interception of the e-
mail text through technologically necessary “middle-men,” and the “ear” is the access and reading of that text. [29] 
Updating this statement through analogy, one might say that a narrow reading of the Constitution might ignore the 
vital role that the public Internet has come to play in private communication. Though the Internet at large may be 
considered a “public” social space, it is the content within the Internet that an individual seeks to preserve as private 
and that should be protected. 
 
       In essence, the exception that courts have made by distinguishing e-mail communications over a “public” 
Internet from private conversations within a “public” phone booth is the same exception the government 
unsuccessfully petitioned for in Katz. [30] The Supreme Court refused to allow the exception for a technological 
advancement in electronic wire-tapping. [31] Personal communications, wrapped in an e-mail and sent over the 
Internet should be no different than the private conversations in a public space protected in Katz. Yet, as explained 
below, courts contend that once a private e-mail is exposed to the public Internet--with its network of anonymous 
routers and other networked nodes--the sender knowingly gives up her privacy, thus avoiding the protections carved 
out in Katz. 
 
2. Commonwealth v. Proetto -- The Katz One-Prong Test for a Right to Privacy 
 
       Various court decisions have modified the Katz two-prong test, rendering the first prong as practically moot, 
and relying wholly upon the second prong to test the constitutional scope of Fourth Amendment protections. [32] 
The Superior Court of Pennsylvania summarized the legal reasoning on the expectation of privacy of electronic 
communications in Commonwealth v. Proetto. [33] The Proetto court reduced the two-prong Katz test to the second 
prong, testing whether an individual's expectation of privacy is reasonable in light of all the surrounding 
circumstances. [34] Based upon this reasoning, the court held that e-mail, upon receipt, is no longer private since, 
like a paper-based letter, upon “opening” the contents are outside of the control of the sender. [35] 
 
       In Proetto, police officers arrested a fellow officer for criminal solicitation, possession of obscene and other 
sexual materials and performances, and corruption of minors for his electronic communications with a 15-year-old 
girl. [36] The electronic communications consisted of e-mails and chat room conversations. [37] The appellant 
moved to suppress the electronic evidence under a violation of his Fourth Amendment rights to privacy. [38] The 
court found no violation of the Fourth Amendment and denied the motion to suppress. [39] 
 
       Other courts similarly have held that no constitutionally reasonable expectation of privacy exists in e-mail. 
Their reasoning is largely based upon the fact that once a user sends an e-mail from his or her computer that e-mail 
is delivered immediately to a public Internet where Internet service providers (“ISPs”), other users, and potentially 
“hackers” or the government may access the text in transit. [40] The e-mail, since it is delivered over the Internet in 
plain text, [41] is more like a postcard than a letter in an envelope. [42] Next, for the e-mail to be delivered to a 
recipient, the e-mail provider records that e-mail, and, as a business record, that e-mail is open to governmental 
scrutiny. [43] Finally, the e-mail is sent to a private recipient who may easily forward that e-mail to the general 
public, a technological and social fact that is recognized by all e-mail users. [44] Courts assume that users sending e-
mail are aware that their privacy begins to disintegrate at the moment it is sent out of their personal computers, 
through a public Internet, and completely evaporates the moment that e-mail is received. [45] 
 
       Yet, courts have held that a reasonable expectation of privacy exists for e-mails sent and received within an 
Internet service provider's services, such as America On-Line (“AOL”). [46] Since those cases were decided, 
however, e-mail has largely moved out of the limited realm of single ISPs like AOL, onto a public Internet with 
web-based mail and online accounts for technological reasons and popular demand. Courts have not found a 
reasonable expectation of privacy for such e-mails. [47] If an individual uses an alias in sending or receiving 
traditional mail, however, the expectation of privacy may be preserved. [48] Furthermore, courts in their legal 
reasoning have been inconsistent in ruling whether e-mails are private in transmission, between Internet servers, 
from the sender to the receiver. 
 
       Similarly, courts have determined that no reasonable expectation of privacy exists for communications over 
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bulletin boards or chat rooms. [49] It is arguable that communications via instant messenger may be more like 
private e-mails than postings on bulletin boards or chat rooms, therefore, a reasonable expectation of privacy may 
exist.  On the other hand, the fact that many “chat” sessions are by default logged belies this expectation of privacy. 
[50] 
 
       From these cases, it is clear that there is no Fourth Amendment protection of privacy over e-mail, even though 
most lay people would expect otherwise. From the cases following Katz, the public expectation of privacy does not 
justify the actual recognition of that expectation. Again, the courts rely upon technical reasons and analogies from 
first-class mail to justify government intrusion into seemingly private communications. 
 
3. The Eco-Terrorism Hypothetical -- No Privacy in E-mail 
 
       The case law is clear that once an e-mail is sent, the sender loses all Fourth Amendment protection of the 
contents. Therefore, the government generally need not obtain a warrant to peruse a private citizen's e-mail once that 
e-mail enters cyberspace. But are there other methods of obtaining legal protection for one's e-mail? 
 

C. Kyllo v. U.S. -- Technological Changes and Their Effect on Privacy 
 
1. The Case 
 
       In Kyllo v. United States, the Supreme Court held that the use of thermal imaging devices to “search” a private 
residence is within the scope of Fourth Amendment protections, thus, requiring a warrant. [51] The use of the 
thermal imaging device constituted a search because it involved a sense-enhancing technology not in general public 
use and collected information that would otherwise require physical intrusion into the residence. [52] The evidence 
collected in this warrantless search was therefore excluded from trial. 
 
       The legal reasoning directly addressed the application of the Fourth Amendment with the progress of 
surveillance technology in search and seizure cases. [53] The Supreme Court held that technology should not 
“shrink the privacy the Fourth Amendment was originally designed to protect.” [54] Furthermore, because the 
technology was not in general public use, “[t]o withdraw protection of this minimum expectation [of privacy] would 
be to permit police technology to erode the privacy guaranteed by the Fourth Amendment.” [55] 
 
       From this decision, one may excise the general understanding that new surveillance technologies must at least 
undergo higher scrutiny when applied to issues with privacy implications. Considering this, one might think that 
since the search and seize of private e-mails requires technology and techniques that may be outside of general 
public use, e-mail should be protected from warrantless search and seizure. Yet, cases such as Proetto conclude that 
this expectation is not one the courts will fulfill. Furthermore, since the technology does not collect information 
otherwise requiring physical intrusion to obtain, Kyllo offers no clear guidance to interception e-mail 
communications. 
 
       The Kyllo decision further raises the question as to whether e-mail in transit is within the auspices of the “plain 
view” doctrine--“[i]n the home, our cases show, all details are intimate details, because the entire area is held safe 
from prying government eyes” [56]--later courts have not relied upon this reasoning to justify Fourth Amendment 
protection. 
 
2. The Eco-Terrorism Hypothetical -- No Privacy in E-mail, Again 
 
        Kyllo may continue to offer some hope in higher scrutiny of new technologies and their power in monitoring 
private communications, but not yet. The general standards and guidelines for privacy have also not been upheld in 
later courts. Thus continues the search for other legal protections for one's e-mails in light of the hypothetical 
introduced at the start. 
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D. United States v. Jacobsen -- Truth in Packaging 
 
1. The Case 
 
       In United States v. Jacobsen, the Supreme Court decided that the search and seizure of letters and closed 
packages, by law enforcement officers, requires a warrant under the Fourth Amendment. [57] In the case, Federal 
Express employees opened and examined the contents of a damaged package in their care. [58] Inside, they found a 
“white powder.” [59] They subsequently notified the Drug Enforcement Administration. [60] A federal agent then 
tested the powder, determining it to be cocaine. [61] 
 
       The Supreme Court found the Federal Express search legal because a private actor instituted it. [62] On the 
other hand, if the search were performed by a law enforcement officer, a warrantless search would be 
“presumptively unreasonable.” [63] The officer, under the Fourth Amendment, would require a warrant. [64] In 
Jacobsen, the drug enforcement officer's search was legal because it was subsequent to a private search by the 
Federal Express employees. [65] “The Fourth Amendment is implicated only if the authorities use information with 
respect to which the expectation of privacy has not already been frustrated.” In Jacobsen, the Federal Express 
employees “frustrated” the expectation of privacy, and the law enforcement officer was thus legally able to 
commence his search. [66] 
 
2. The Eco-Terrorism Hypothetical -- A Glimmer of Hope, But a Tear in the Packaging 
 
        Jacobsen is relevant to the case at hand because, by analogy, e-mail is similar to a letter or a closed package in 
function, if not exact in form. If a package may be protected, how about an e-mail that has yet been “unopened” by 
the recipient? Would one's e-mails be protected at least up to the point where the recipient reads its contents? 
Unfortunately, courts have held that since the e-mail is not concealed--in fact, technically, it is delivered in “plain 
text” over the Internet--no analogy with packaging may be made. 
 

E. The Wireless Cases -- Decisions in the Ether 
 
       One defense that arises from time to time is the “wireless defense.” In this defense, a party argues that because 
they access the Internet via an unsecured wireless router, any Internet traffic cannot be directly attributed to their 
personal use, but could with fair probability be attributed to other users. [67] An ISP assigns a unique IP, an Internet 
protocol address comprised of up to twelve numbers, to the router. Any computer that accesses the Internet through 
that router then assumes the single IP address of the router. Through this IP, someone can request from an ISP the 
identity of the subscriber who owns the router--but potentially not the identity of all the users who access the 
Internet through the router. Thus, Internet subscriber A may falsely be attributed with the Internet traffic of user B 
who happens to be in broadcast range of A's wireless router. 
 
1. Bartnicki v. Vopper -- The First Amendment Comes First 
 
       In Bartnicki v. Vopper, an unidentified individual intentionally intercepted and recorded a cellular phone 
conversation during a contentious teacher's union dispute. [68] Respondent Vopper, a radio commentator, then 
played the tape on the radio during his talk show. [69] The Supreme Court decided that the interception was 
unlawful under statute, yet the application of the statute in the present case violated the First Amendment, and the 
intercepted communication was deemed lawful. [70] 
 
       The decision in Bartnicki subordinates Fourth Amendment privacy concerns under First Amendment freedom 
of speech rights regarding intercepted cellular or cordless telephone conversations. [71] Furthermore, it shows that 
statutes may control the protection of communications intercepted over the wireless medium. 
 
2. People v. Stone 
 
       In People v. Stone, the Supreme Court of Michigan held that eavesdropping upon a cordless telephone 
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conversation betrayed the meaning of a “private conversation” under Michigan's eavesdropping statutes. [72] This 
decision goes against the grain of a U.S. Court of Appeals, Sixth Circuit, ruling in McKamey v. Roach that cordless 
telephone conversations afford no reasonable expectation of privacy for the users. [73] The Stone Court did not rely 
upon Fourth Amendment jurisprudence, but only sought to define “private conversation” in light of the state's 
eavesdropping statute. [74] 
 
3. The Nevada Gamble 
 
       Two unpublished opinions from the U.S. District Court in Nevada, however, work to evaporate the wireless 
defense. In U.S. v. Latham, the court rejected a defendant's challenge to an affidavit supporting the government's 
search warrant of his premises, arguing, among other things, that the affidavit failed to address the chance that the 
defendant's wireless Internet connection could be intercepted. [75] In U.S. v. Carter, the court took up a substantially 
similar issue, but on this second take on the wireless defense, the same expert witness in Latham testified in Carter, 
adding the facts that occasionally communities and neighborhoods share wireless connections and thus the same IP 
addresses. [76] In Carter, the expert also added that sometimes people “drive around neighborhoods and office 
parks with laptop computers looking for open or unprotected wireless access points to the Internet.” [77] 
 
       In both cases, the courts rejected the defendants' arguments, challenging the probability that the Internet traffic 
responsible for the charges were not fairly attributable to the ISP subscriber. “[E]ven if the information set forth in 
[the experts'] affidavits had been included ... there would still have remained a likelihood or fair probability that the 
transmission emanated from the subscriber's place of residence” and thus the search warrants would be justified. 
[78] 
 
4. The Eco-Terrorism Hypothetical -- E-mails are Protected In-Transit from Wireless Interception 
 
       From Bartnicki and Stone, some additional protection from warrantless searches and seizures may be afforded 
to e-mail communications. An e-mail is protected while it is being composed, and while on a wireless network it is 
protected until it reaches a point that is “public.” This point may be the wireless access point through which a 
sender's computer connects to an ISP. From that point on, however, the content of that e-mail message may be 
accessible. At the least, an e-mail is protected from nearby wireless eavesdropping, by statute, upheld by case law. 
 
       However, the wireless defense may not be available to persons suspected of prosecutable Internet transmissions. 
If an e-mail was intercepted in any situation, the IP address associated with that e-mail may be traced back to the 
subscriber of the Internet connection and then the content would be attributable to that subscriber. [79] 
 

F. Read the Fine Print, It Might Protect You 
 
1. United States v. Long 
 
       The strongest statement for Fourth Amendment protection of the public's perceived expectation of privacy over 
e-mail comes from United States v. Long. [80] In this case, the military searched and seized e-mails from the 
appellee, Long, containing evidence of drug use in violation of the Uniform Code of Military Justice. [81] These e-
mails were sent and received on a government computer. [82] The court, reversing the lower court decision, 
determined that by its terms a log-on banner specifying the terms of use for the e-mail system [83] granted a 
reasonable expectation of privacy in e-mails sent and received on the system. [84] 
 
       In its decision, the Long Court relied upon appellee's use of a password, known only to her, and the language of 
the log-on banner. [85] The log-on banner described access to “monitor” the system, but “not to engage in law 
enforcement intrusions by examining the contents of particular e-mails in a manner unrelated to maintenance of the 
e-mail system.” [86] Furthermore, the testimony of the network administrator of the system supported the agency 
practice of customarily recognizing the privacy of its e-mail users. [87] The search conducted by law enforcement 
officers for law enforcement purposes went beyond work-related monitoring or search for work-related misconduct, 
and thus required a probable cause. [88] The court ruled that the e-mail evidence against Long should have been 
suppressed. [89] 
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       This case is limited by the scope of an employment situation. It does not venture into the technical intricacies of 
e-mail communications to the extent of Proetto. Instead, it stops short, declaring only that within a limited context, 
similar to e-mail sent within an ISP as in Maxwell, expectations of privacy may be reasonably recognized. [90] In 
fact, it is only in the dissent where constitutional Fourth Amendment jurisprudence is brought up to contest the 
majority decision. [91] 
 
2. NERA v. Evans 
 
       In National Economic Research Associates, Inc. v. Evans, the Massachusetts Superior Court held that an 
expectation of privacy existed over e-mails on a work computer where the company's policies declared that visited 
web sites would be monitored, but not the content of Internet communications. [92] The court examined the privacy 
issues implicated in a motion to compel the production of attorney-client communications. NERA, the employer, 
argued that employees should know that NERA took “screen shots” of all web pages viewed, including password-
protected web pages from a Yahoo! e-mail account. [93] 
 
       In the decision, the court took guidance from the American Bar Association, which concluded that “lawyers 
have a reasonable expectation of privacy when communicating by e-mail maintained by an [on-line service 
provider].” [94] The court recommended that if employers wished to destroy the attorney-client privilege then they 
must “plainly communicate to the employee that 1. All such e-mails are stored on the hard disk of the company's 
computer in a “screen shot” temporary file; and 2. The company expressly reserves the right to retrieve those 
temporary files and read them.” [95] 
 
       This, along with Long, skirt a narrow line where employees seeking privacy protection of their e-mails must 
understand clearly the terms of use of their employers' Internet connections and employee manuals. The affordance 
of privacy is not explicit, but only thinly protected by the fine print. 
 
3. The Eco-Terrorism Hypothetical -- Protection of Privacy in National Defense 
 
       Finally, the Long and NERA decisions offer distinct hope for courts recognizing a generalized, reasonable 
expectation of privacy in e-mail. These rulings, however, are very fact-specific. For example, with Long, privacy 
stands only in a certain employment context, with a log-on disclaimer on an internal e-mail system, with an 
administrative practice of respecting rights to privacy, and in a military court. The NERA decision focuses on the 
expectation of privacy, but specifically to protect the attorney-client relationship in e-mail communications. 
 
       Prospectively, these decisions show a shift in the nearly carte blanche denial of any reasonable expectation of 
privacy over e-mail. Furthermore, in Long, the majority exhibits a practical and realistic skepticism towards the 
actions of law enforcement. Where many Supreme Court decisions in the realm of criminal procedure tend to trust 
law enforcement officers as operating purely in the “peace,” the Long Court questions the credibility of the 
government's witnesses. [96] Perhaps with cases such as Long[KAM1], courts will continue to pursue methods of 
protecting the realm of electronic communications from what the public perceives to be unreasonable searches and 
seizures. 
 

G. Congressional Reforms 
 
       Congress enacted a number of legislative reforms, attempting to clarify the extents and bounds of individual 
privacy over electronic communications. The Electronic Communications Privacy Act of 1986 (“ECPA”) [97] 
attempted to codify privacy protections for law enforcement access in electronic communication, transmission, and 
storage. [98] Also, the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept 
and Obstruct Terrorism Act of 2001 (the “PATRIOT Act”) [99] broadens the ability of the government to tap, 
search, and seize the communications of non-citizens suspected of terrorist activity--a scope that may also reach into 
the communications of citizens themselves. 
 
       The ECPA limits the scope of the Federal Wiretap Act, [100] making “unauthorized access, interception, or 
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disclosure of private communications of any kind illegal.” [101] The ECPA requires probable cause and a warrant 
for accessing e-mail at the sender's terminal and the recipient's mailbox. [102] Yet, the ECPA created a new 
loophole for the government to access the contents of those e-mails. [103] Using a “business records” exception, 
supported by subsequent case law, a government official may access e-mail that has not been read by the recipient 
since it is allowed access to these e-mails as business records held by the ISP. [104] 
 
       The ECPA, combined with the Stored Communications Act, [105] government officials may only require a 
warrant, with no notice, prior or delayed, for e-mails held by an e-mail provider for more than 180 days. [106] A 
subpoena may be all that is necessary. Practically speaking, subpoenas are often issued with little judicial oversight. 
[107] This simply circumvents any protection under the Fourth Amendment for e-mail communications, since as a 
business record, the content of any e-mail sent through an e-mail provider no longer becomes the property of the 
sender. Furthermore, recent changes to the Federal Rules of Civil Procedure may require more stringent retention 
policies for businesses and their electronic documents. [108] 
 
       Currently, the PATRIOT Act allows the government to conduct warrantless searches and seizures of electronic 
communications of non-citizens. Yet the PATRIOT Act may also extend FISA to allow the warrantless search and 
seizure of communications of non-terrorist citizens if involved in a criminal investigation. [109] While this theory 
has not yet been tested, there are many indicators that the government may apply it in the near future in its efforts to 
combat terrorism through accusations of domestic crimes against domestic citizens. 
 

III. THE PANOPTICAL FRAMEWORK 
 
       The panoptical society restricts individual autonomy by “unnecessarily constraining individual decision-
making” [110] through the constant threat of visibility leveraging the inherently unbalanced power dynamic 
favoring governmental actors. The post-modern philosophical ombudsman Michel Foucault theorized upon this 
effect using Jeremy Bentham's “panopticon”--an anonymous, omniscient presence in prison architecture. [111] This 
panopticon establishes a regime of surveillance that through “discipline and punishment” oppresses individuals, as 
well as robs them of their rights to self-expression. 
 
       What then does it amount to when this society of surveillance becomes the norm? [112] Foucault sees the 
concept of “discipline” as “a type of power, a modality of its exercise ... a ‘physics' or an ‘anatomy’ or power, a 
technology” in and of itself. [113] 
 
       This discipline becomes “nothing more than an infra-law ... law to the infinitesimal level of individual lives.” 
[114] The “punishment” structure provided by the government disappears and becomes the mere constant fact of 
surveillance. [115] Knowing that one's daily communications are not private, but public, open to warrantless 
observation by the government and extralegally by individuals, the citizen's behavior is modified to comply 
accordingly. [116] A citizen, under this surveillance regime, may therefore self-censor her behavior to avoid 
punishment. [117] Freedom of speech is thusly nullified. 
 
       Hannah Arendt wrote on the power of violence being the unbalance of authority, with the power being in the 
imposing force, as the nature of violence in society. [118] This power imbalance inherits the characteristics of 
violence due to the unbalanced nature of power in this relationship. [119] Thus, not only is the panoptical 
framework established by Foucault oppressive, and a violation of an individual's rights, but it is also an act of 
violence against the people a government is established to protect. [120] 
 
       Reflecting upon the case law and statutes discussed, it is as if the government has conceded that the expectation 
of privacy exists in the home, land-line telephones, and first class mail, knowing full-well that in this age much 
communication occurs electronically. Yet Bentham's unverifiable omniscience, without the aspect of the public 
knowing of the visibility of their communications, betrayed more insidiously and pervasively the public's 
perceptions of privacy. [121] Citizens also lack the anxiety of the observation, underscoring the betrayal of their 
perceived rights and expectations. [122] Through this betrayal, the government more deeply perfects the exercise of 
its power. [123] 
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       Rights are protected, as case law and statutes have established, though in the sense that the public is not 
provided the generalized power to center itself in the panopticon. [124] But once the public is apprised of its power 
to observe in its own extralegal methods, the panoptical prison shifts. [125] Hence, everyone may be a discipliner 
while constantly being open to discipline. [126] This panoptical society is one that individuals should strive to defeat 
so that they may live in freedom according to the rights afforded to them by customary life, codified in the U.S. 
Constitution. 
 

IV. METHODS OF PANOPTICAL PROPHYLAXIS 
 
       With the courts and Congress offering little protection for personal e-mail, and with the threat of a panoptical 
society on the horizon, individuals may be forced to adopt extralegal methods of protecting their perceived 
expectations of privacy. Fortunately, a number of technological innovations offer a variety of methods of 
prophylaxis from government intrusion. Through methods of encryption, individuals may practically--though 
perhaps not legally--conceal the contents of their e-mails from warrantless searches and seizure. Furthermore, 
through methods of anonymization and distributed identities, individuals may be able to thwart governmental 
attribution of behavior or content to their private persons. Alternative methods of communication ask the user to 
enter into virtual realms, unregulated by traditional law and jurisdiction. Each of these will be examined in light of 
current legal thought and as thought-experiments as to their relevance in protecting the public perception of privacy 
over electronic communications.  
 

A. Encryption 
 
       Society expects a certain level of privacy over their personal e-mail communications. Yet, Congress and the 
courts choose not to recognize this expectation. Thus, citizens may resort to extralegal methods of protecting their 
expectation of privacy. These extralegal, technological protections largely come in the form of encryption, 
anonymization, and using alternative methods of communication. Encryption is most commonly in the form of 
Pretty Good Privacy (“PGP”) and SSL-type encryption of communications. 
 
1. PGP 
 
       Phil Zimmermann released a cryptography tool, dubbed Pretty Good Privacy, or “PGP,” in 1991. [127] The 
source code and applications implementing PGP, such as GNU Privacy Guard, are freely downloadable on the 
Internet. [128] PGP uses public-key cryptography, a technique that sends encrypted data to a particular receiver who 
then must be authenticated to be able to decrypt the data. PGP uses a system of “keys” which both authenticate two 
parties in a communication as well as encrypt the code making it unreadable to any third party. The encryption 
portion of the PGP scheme alone translates messages into an “unreadable code of numbers and symbols.” [129] 
Typical PGP usage implements at least a 128-bit key length, which on estimate would take a supercomputer “several 
million years” to decrypt. [130] 
 
       Prof. Orin Kerr has written extensively on the issue of encryption and Fourth Amendment protections. Kerr 
argues, “[E]ncryption cannot create Fourth Amendment protection because the Fourth Amendment regulates 
government access to communications, not the cognitive understanding of communications already obtained.” [131] 
Yet, he says, “Few, if any, would argue the unreasonableness of a privacy expectation in this kind of Internet 
communication because strong encryption makes e-mail practically impossible to decrypt and virtually pointless to 
intercept.” [132] 
 
2. Hushmail 
 
       Hushmail is a web-based and desktop application e-mail service, created by Cliff Baltzley, and now served by 
Hush Communcations Ltd. [133] Hushmail implements PGP encryption in the storage of e-mail written through its 
applications. When sending e-mail to another user of Hushmail, the e-mails are encrypted and verified using PGP's 
key-based authentication scheme. 
 
       Because Hushmail is operated by a business, the protections may be usurped by the business records exception 
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to the ECPA. But, it also might have judicial protection from cases such as Long, where the terms of service are 
clear in their meaning and practice to protect the privacy of its users. 
 

B. Anonymization and Distributed Identity 
 
       Anonymization may be achieved through anonymous routing of Internet data or through the use of non-
traceable aliases. The former creates a “distributed identity,” or one that cannot be traced to the original source 
through methods of re-routing the traffic information of data. The latter attempts to conceal the true identity of an 
individual through the use of e-mail aliases, created without divulging traceable personal details, such as one's true 
name, address, telephone number, etc. 
 
1. Tor 
 
        Tor is an implementation of onion-routing that provides anonymity in Internet communication. [134] Onion-
routing routes encrypted Internet data through a number of verified server nodes in a network of computers where 
each server only “knows” the server immediately previous to it in the course of transit. In this manner, if one server 
is “seized” one may only be able to identify the last server the data was transmitted from. Furthermore, at each node, 
the data is re-encrypted and sent to a number of different nodes. Eventually, the data is collected, re-compiled, and 
decrypted at the originating source. 
 
       An interceptor may be able to work his way down the line of servers, but the number of nodes that one must 
follow will thwart this and the vast number of encryptions performed throughout. [135] While this scheme is not 
perfectly anonymous, it does provide a strong degree of “unlinkability” that, again, is nearly impossible to trace. 
[136] It must be noted that the first “hop” from the personal computer to the first router on the network is often 
“open” and data transmitted between the two may not be anonymous. This first hop may be protected through use of 
the “https” secured protocol and the data will be encrypted upon transmission. Also, use of an SSH-based SOCKS 
proxy to a remote proxy server running Tor will ensure encryption and anonymity of data transmission, so long as 
the web browser is configured such that DNS requests are also sent through the SSH tunnel. [137] 
 
2. Anonymity Via Aliases 
 
       The use of anonymous aliases erects further walls against traceability of e-mail communications. For example, 
one may create a free web-based e-mail account and not divulge any personal information. E-mails sent from this 
anonymous account may not be traceable to the true identity of the sender. 
 
       In fact, courts recognize that at least the use of an alias “does not necessarily mean that an individual does not 
have a reasonable expectation of privacy.” [138] In United States v. Pitts, the court wrote: 
 
       [T]here is nothing inherently wrong with a desire to remain anonymous when sending or receiving a package, 
and thus the expectation of privacy for a person using an alias in sending or receiving mail is one that society is 
prepared to recognize as reasonable. [139] 
 
       This reasoning may well also apply to e-mail communications. Thus it would be recommended that individuals 
interested in protecting their privacy rights resort to using anonymized aliases in communications. 
 
3. Wireless Defenses 
 
       Wireless networks are typically, by default, “open” networks. [140] They allow any computer user with a 
wireless network adapter within the range of the wireless router to obtain Internet access on the network owner's 
Internet bandwidth. In light of Bartnicki and Stone, electronic eavesdropping of wireless transmissions may 
themselves be unlawful under statute. Furthermore, individuals may use a “wireless defense” in avoiding attribution 
of on-line behavior to themselves. [141] 
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4. Virtual Life 
 
       The virtual world of Massively Multi-Player Online Role-Playing Games (“MMORPGs”) offers a new world of 
socialization and communication opportunities for citizens. While the most successful MMORPG, World of 
Warcraft, [142] is more about Dungeons & Dragons-style battling and fantasy-based quests, Second Life is an on-
line world where socialization and virtual life are the focus. In this on-line world, jurisdiction and other judicial 
issues have yet to be explored, much less decided. Communications sent and received in these extra-judicial realms 
may either be afforded “local” privacy protections or may simply be completely out of the jurisdiction of domestic 
courts until decided otherwise. 
 
       Currently, the accepted “state of law” on MMORPGs is laid out in the private contract terms of services 
agreements between the game developer and the player. There have been examples of community policing, but these 
“laws” only exist as long as they can be enforced. As for now, the two major issues of contention revolve around 
“farming” and “power-levelling,” for which community policing occasionally occurs, leading to an appeal to the 
terms of service agreement, and if found guilty suspension of player accounts through the game developer. [143] 
 

V. CONCLUSION 
 
       Soon we will live in a world where virtual crimes are committed leaving only virtual trails of evidence. Where 
is the public vs. private in an on-line community, or an MMOPRG? [KAM2] Is there an expectation of privacy for 
“private” conversations on phone lines in a simulated world like Second Life or the Sims? The stage must be set 
properly to handle new needs in an ever-progressing world. In the virtual world, perhaps the best precedents must be 
set to protect privacy under the Fourth Amendment in the real world. 
 
       Prof. Kerr concedes that while encryption may not provide legal protection, it does provide the real, practical 
protection of privacy against government intrusion. Instead, he predicts that the legislature will meet the needs of the 
citizenry, by restoring “the protections we would like when the Fourth Amendment falters.” The ECPA, FISA, and 
THE PATRIOT ACT demonstrate, however, that the legislature continues to constrict the realm of personal privacy 
protections. Hence, individuals must continue to seek and implement extralegal methods to protect their privacy 
until courts and Congress agree to accept these societal needs to avoid the oppression of the panoptical society. 
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